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ST THOMAS MORE CATHOLIC SCHOOL 
 

To lead those in our care to grow in their faith 
and to benefit from an enriching education 

 
 

DATA PROTECTION POLICY 

Principle 

“Do not merely look out for your own personal interests, but also for the interests of others.” 

Philippians 2:4 

Introduction 

At our school, we acknowledge that to function properly we need to collect and use certain types of 
information about staff, students and other individuals who come into contact with the school. We are 
also obliged to collect and use data to fulfil our obligations to the local authority (LA), Department of 
Education and other bodies. We deal with information properly in whatever way it is collected, 
recorded and used – on paper, electronically or any other way. We regard the lawful and correct 
treatment of personal information as very important to successful operations and to maintaining 
confidence between those with whom we deal and ourselves. We are conscious that much of the data 
we hold is classified as sensitive personal data and we are aware of the extra care this kind of 
information requires. We ensure that our organisation treats all personal information lawfully and 
correctly. To this end, we fully endorse and adhere to the data protection principles as contained in the 
Data Protection Act 1998 (the “Act”). 

The Data Controller for the purposes of this policy is The Cardinal Hume Academies Trust (the 
“Trust”) and the school is an academy within the Trust.  

The school’s Data Protection Officer is: Mr Ian Mann, Data Manager.  

Data protection principles 

All members of staff employed in our school are required to adhere to the eight enforceable data 
protection principles as set out in the Data Protection Act 1998 (DPA): 

 Data shall be processed fairly and lawfully and in particular shall not be processed unless 
specific conditions are met. 

 Personal data shall be obtained only for one or more specified and lawful purpose and shall not 
be further processed in any manner incompatible with that purpose or those purposes. 

 Personal data shall be adequate, relevant and not excessive in relation to the purpose or 
purposes for which they are processed. 

 Personal data shall be accurate and where necessary, kept up-to-date. 
 Personal data shall not be kept for longer than is necessary for that purpose or those purposes. 
 Personal data shall be processed in accordance with the rights of data subjects under the DPA. 
 Appropriate technical and organisational measures shall be taken against unauthorised or 

unlawful processing of personal data and against accidental loss or destruction of, or damage 
to, personal data. 

 Personal data shall not be transferred to a country or territory outside the European Economic 
Area, unless that country or territory ensures an adequate level of protection for the rights and 
freedoms of data subjects in relation to the processing of personal data. 
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There is stronger legal protection for more sensitive information such as: 

 Ethnic. 
 Background. 
 Political opinions. 
 Religious beliefs. 
 Health. 
 Sexual health. 
 Criminal records. 

School practice 

Within school we will strictly apply the following criteria and controls. These are to: 

  Notify the Information Commissioner’s Office that we process personal data and re-notify if 
procedures change or are amended. 

 Observe fully the conditions regarding the fair collection and use of information. To achieve this 
we have in place and use a privacy notice, sometimes called a fair processing notice. 

 Meet our legal obligations to specify the purposes for which information is used. 
 Collect and process appropriate information and only to the extent that it is needed to fulfil 

operational needs or to comply with any legal requirements. 
 Ensure the quality of information used. 
 Apply strict checks to determine the length of time information is held. 
 Ensure that the rights of the persons about whom information is held can be fully exercised 

under the Act. These include the right to be informed that processing is being undertaken, the 
right to access to one’s personal information, the right to prevent processing in certain 
circumstances and the right to correct, rectify, block or erase information which is regarded as 
wrong information. 

 Take appropriate technical and organisational security measures to safeguard personal 
information. We will review the physical security of buildings and storage systems as well as 
access to them. All portable electronic devices must be kept as securely as possible on and off 
school premises. 

 Ensure that all Disclosure and Barring Service (DBS, formerly Criminal Records Bureau) 
records (recruitment and vetting checks) are kept in a safe central place and that no unnecessary 
certification information is kept longer than six months. 

 Ensure that personal information in not transferred abroad without suitable safeguards. 
 Treat people justly and fairly whatever their age, religion, disability, gender, sexual orientation 

or ethnicity when dealing with requests for information. 
 Set out clear procedures for responding to requests for information – see appendix 1. 
 Have in place secure methods for safely disposing of all electronic and paper records. 
 Be sure that photographs of pupils are not included in any school publication or on the school 

website without specific consent. 
 Take care that CCTV that captures or processes images of identifiable individuals is done in line 

with the data protection principles. 
 

We shall also ensure that: 
 There is a named person with specific responsibility for data protection within the school. 
 All persons managing and handling personal information understand that they are contractually 

responsible for following good data protection practice. 
 All persons managing and handling personal information are equipped to do so. 
 Anyone wanting to make enquiries about handling personal information knows what to do. 
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 Anyone managing and handling personal information is appropriately supervised. 
 Queries about handling personal information are properly and courteously dealt with. 
 Methods of handling personal information are clearly described. 
 A regular review and audit is made of the way personal information is held, managed and used. 
 Methods of handling personal information are regularly assessed and evaluated. 
 Performance with handling personal information is regularly assessed and evaluated. 
 A breach of the rules and procedures identified in this policy may lead to disciplinary action 

being taken against the members of staff concerned. 
 On occasions when information is authorised for disposal, it is done appropriately. 

 
Data Security 

 We has taken steps to ensure that appropriate security measures are taken against unlawful or 
unauthorised processing of personal data, and against the accidental loss of, or damage to, 
personal data. Data subjects may apply to the courts for compensation if they have suffered 
damage from such a loss. 

 The Act requires us to put in place procedures and technologies to maintain the security of all 
personal data from the point of collection to the point of destruction. Personal data may only be 
transferred to a third-party data processor if they agree to comply with those procedures and 
policies, or if they put in place adequate measures themselves.  Consideration will be given as 
to whether contracts with third party data-processors contain suitable contractual obligations on 
the third party to comply with the Act and to indemnify the School for if they breach the Act.  

 Maintaining data security means guaranteeing the confidentiality, integrity and availability of 
the personal data, defined as follows: 

 
Confidentiality means that only people who are authorised to use the data can access 
it. 
Integrity means that personal data should be accurate and suitable for the purpose for 
which it is processed. 
Availability means that authorised users should be able to access the data if they need 
it for authorised purposes. Personal data should therefore be stored on our central 
computer system instead of individual PCs. 

 
Security procedures include:  
 
Physical Security 
 
Appropriate building security measures are in place, such as alarms, window bars, deadlocks and 
computer hardware cable locks.  Only authorised persons are allowed in the computer room.  Disks, 
tapes and printouts are locked away securely when not in use.  Visitors to the School are required to 
sign in and out, to wear identification badges whilst in the School and are, where appropriate, 
accompanied. Any stranger seen in entry-controlled areas should be reported. 
 
Computer Security 
 
Security software is installed on all computers containing personal data.  Only authorised users are 
allowed access to the computer files and password changes are regularly undertaken.  Computer files 
are backed up (i.e. security copies are taken) regularly. Data users should ensure that individual 
monitors do not show confidential information to passers-by and that they log off from their PC when 
it is left unattended. 
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Procedural Security 
 
Paper documents should be shredded and floppy disks and CD-ROMs should be given to the IT 
department to be physically destroyed when they are no longer required. 
 
In the event of a serious data security breach, the School will report the matter to the Information 
Commissioner’s Office as soon as reasonably practicable. 
 
Authorised disclosures 
 
The School will, in general, only disclose data about individuals with their consent or unless the law 
requires or allows us to.  There are circumstances under which the Trust may need to disclose data 
without explicit consent for that occasion including (but not limited to) the following: 
 

a) Pupil data disclosed to authorised recipients related to education and administration necessary 
for the Trust to perform its statutory duties and obligations. 

 
b) Pupil data disclosed to authorised recipients in respect of their child’s health, safety and 

welfare. 
 

c) Pupil data disclosed to parents in respect of their child’s progress, achievements, attendance, 
attitude or general demeanour within or in the vicinity of the Trust. 

 
d) Staff data disclosed to relevant authorities e.g. in respect of payroll and administrative matters. 

 
e) Unavoidable disclosures, for example to an engineer during maintenance of the computer 

system.     
 

f) Disclosures required as a result of a court order or pursuant to any legislation. 
 

g) Disclosures to the Police where the Trust is satisfied that the information is needed to prevent 
or detect a crime or to catch and prosecute a suspect.  

 
CCTV 
The school uses CCTV in locations around the site.  
 
This is to: 

a) protect the school buildings and their assets; 
b) increase personal safety and reduce the fear of crime; 
c) support the Police in a bid to deter and detect crime; 
d) assist in identifying, apprehending and prosecuting offenders; 
e) provide evidence for the Trust to use in its internal investigations and / or disciplinary 

processes in the event of behaviour by staff, pupils or other visitors on the site that breaches or 
is alleged to breach the Trust’s policies; 

f) protect members of the school community, public and private property; and 
g) assist in managing the school. 

 
Images from the CCTV are stored for up to one year and then deleted.  Notices are displayed near the 
entrance to the School site to inform the public and the school community that we use CCTV 
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This policy will be reviewed every two years 
 

This policy was agreed on 24 September 2013 
This policy was ratified by the Full Governing Body on 27 June 2017 

 
 

St Thomas More Catholic School is part of The Cardinal Hume Academies Trust 
 
 
Appendix 1 
 

Dealing with a subject access request 

 Requests for personal data must be made in writing addressed to the Data Manager (which 
includes the use of e-mail). If the initial request does not clearly specify the information 
required, then the school will make further enquiries. 

 The School must ascertain and be confident of the identity of the individual making the request. 
When the request concerns data about a pupil, checks will also be carried out regarding proof of 
relationship to the child. In addition, evidence of identity may be established by requesting 
production of: 

 Passport. 

 Driving licence. 

 Utility bills with the current address. 

 Birth/marriage certificate. 

 P45/P60. 

 Credit card or mortgage statement (this list is not exhaustive). 

 As stated above, any individual has the right of access to information held about them. However, 
in the case of children this is dependent upon their capacity to understand (normally age 12 or 
above) and the nature of the request. The Headteacher may discuss the request with the child and 
take their views into account when making a decision. A child with competency to understand 
can refuse to consent to the request for their records. Where the child is not deemed to be 
competent, an individual with parental responsibility or guardian shall make the decision on 
behalf of the child. 

 The school may make a charge for the provision of information, depending on the following: 
No charge will be made if the requester simply wants to view the educational record of a child. 
Should the information requested be personal information the school reserves the right to charge 
£10 to provide it. The school will aim to comply with the request within the statutory period (40 
calendar days).  Any delay will be explained in writing to the person making the request 

 It should be noted that the Education (Pupil Information) (England) Regulations 2005 do not 
apply to academies.  

 The DPA allows exemptions as to the provision of some information; therefore all information 
will be reviewed prior to disclosure. 

 Third party information is information that has been provided by another person such as the LA, 
the police, a health care professional or another school. It is normal good practice to seek the 
consent of the third party before disclosing information. Even if the third party does not consent, 
or consent is explicitly not given, the data may be disclosed if the School considers it reasonable 
to do so in all the circumstances.  
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 Personal data relating to third parties will only be disclosed with their consent and / or if the 
School considers it reasonable to do so in all the circumstances. 

 Any information that could cause serious harm to the physical, emotional or mental health of a 
pupil or another person may not be disclosed, nor will information that would reveal that the 
child is at risk of abuse. The same stricture may apply to information relating to court 
proceedings, depending on the circumstances. 

 When redaction (blacking out or obscuring of data) has taken place, then a full copy of the 
information provided will be retained in order to establish, if a complaint is made, what was 
redacted and why. 

 Information may be provided at the school with a member of staff on hand to assist if requested, 
or provided at face-to-face handover. The views of the applicant will be taken into account when 
considering the method of delivery. If postal systems have to be used, then registered or 
recorded mail may be used, or proof of postage obtained.  

 Complaints will be dealt with in accordance with the school complaints procedure, which is 
available on-line or from the school office. Should the complainant wish to take the matter 
further, it may be referred to the Information Commissioner www.ico.gov.uk. 

 
This policy will be reviewed by the Executive Headteacher at least every two years. 


